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OBLLMi Noaxos K OLEHKE CMCTEMbI YNPaBIIEHNS 1 KOHTPOIS

Mepsbl
KOHTPONS

OcTaToyHble

Puicku Plaleta
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CBounctBa Mep KOHTPONS

« [ln3amnH
OueHunBaeTcs NPOTUB CTaHAAPTOB W NYYLLMX MPAKTUK

o  OMMEKTUBHOCTb
OueHnBaeTcs npasunbHOe cpabaTbiBaHWe KOHTPOMbHbIX MEP Ha
BbIDOPKE 3a Nepuo/ BpEMEHN
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TpeboBaHus k CUCTEME YNPABIIEHNS 1 KOHTPOMS W OLIEHKE

« Cuctema COOTBETCTBYET CTAaHAAPTY
* Ayautopckas opraHu3auusa COOTBETCTBYET CTaHAaPTY
* AyauTopbl COOTBETCTBYIOT CTAHOAPTY

e
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Mepbl T KOHTpONS pasHbIX YPOBHEN

MepbI KOHTPONSA YPOBHA OpraHnU3aLuun

MepbI KOHTPONA YPOBHA OpraHU3aLumn onpeaenatoT obLme NONNTUKY. :
. MnaHupoBaHue pa3BuTUA CUCTEM

. CTunb onepauUoOHHON AEATENbHOCTH
. KopnopatueHbie nonnTMku

. KopnopatusHoe ynpasneHue

. O6MmeH 3HaHUsAMU Bbicwee

. Konekc kopnopaTMBHON 3TUKM pyKkoBOACTBO
. MpenoTBpalleHne MOLEHHNYECTBA y .

CpeacTBa KOHTPONSA YPOBHS NPUNOXKEHUN

. PazgeneHne nonHOMOYMIM NO TPAH3aKLMAM
. MoporoBbie NMMUTbLI 3HaYEeHNI

. OT1y4eTbl NO cBepKaM

. KoHTponb npu BBOAE AaHHbIX

MponsBoacTeo
Jloructuka
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BusHec npouecc
BusHec npouecc

O6wue mepbi koHTponsa UT

. Moppepxka cuctem UT cepBuchbl

. BocctaHoBneHue B cny4asx aBapuii U katacTpod OC, Ba3bl [laHHbix, CeTw,
. ®usnyeckas u normyeckas 6e3onacHoOCTb
. YnpaBneHue AaHHbIMU

. Pa3pelueHue MHUMAEHTOB

. —
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3akoH CapbenHca-Okenn, COSO u CobiT

Lleny

Cpena KOHTpons

OueHKa puckoB

KoHTponbHble MeponpuaTus

UHdopmumpoBaHue n BzanmogencTene

MoHuTOpUHr
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INSTITUTE*
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Control Objectives
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Figure 23—Overall CoaaT Framework

MNE1 Menitier and s busts IT parlarmance.

BEZ Mondior and watlusts interad caniradl.

MEZ Enturs complarce Tl edemil reqiramanis.
ME4 Frosdos | Tgeasmmancs.

DEA Coslire amd mamags s4ivies bk
DEZ Murags find-party 8 pis.

DES Murage perkmiancs and Gy,
D54 Enmars continues s,

DEE Emurs sysims saarky.

DEE  Idsniiy and aboai ceals

DET Edwals and e s

DEE Murags Sevice oa sk and inckdanis.
DEE Murags s combpration
DEAGMIrags prakkm.

DEA1 Marags dab.
DEZMarags s piigskal snvironman.

DA :Murags sparations.

BUSINESS QBJECTIVES

GOVERNANCE DBJECTIVES

PO Cullnea sirategio 1T plan
P2 Culing e informeation archisoiors,
PO Calrmuine b chsdn gioal drection
Pl Cwling e IT processes, organbardon and relibiorebips.
FOE Mamigs T IT investmsnt.
AL Wara fETRE] 2ims and drecien.
Manag IT hEran reoue.
Manags qual iy
PO% Asiass and manipe | Tritks,
FCrill Manags pralms.

A1 |derity sinraatei sohutons.

AT Apguirs and manian applcaion sofhes.

A Apguirs and marian schnokagy Infmetracn.
Al Erabls apsration and 1ss.

W5 Praours IT mesounces.

HE Manugi changss

W7 Instal ard aomedi solrinns and changse.

www.abiss.ru




1ISO 27001

BbIMOJIHEHUE

KoHTponupyemas u
npo3payHas cucrtema
ynpaBneHus
MHcpOpMaLMOHHON
0e3onacHOCTbLIO
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NaeHTndmkauma n oueHka
puckoB
OnpepeneHue n
nnaHUpoBaHue LUerneun,
3agayv, npoueccoB U Mep

Peanusauusa npoueccoB u
mep
OnpepeneHue Kputepumes
OLEHKU pe3yrnibTaToB U
achcekTMBHOCTHU
npoueccoB U Mep

Mopapepkka n
BbINOJIHEHME NpOoLEeCcCoB
MU Mep, X KoppeKuus

MoHuTOpPUHI NpoueccoB U
mep
AHanun3 u oueHka
pe3ynbTaToB U
acdhheKkTMBHOCTH

~~o NMPOBEPKA -

~
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. e
- -

BHEOPEHUE

N ————

Lenun, 3agaun,
TpeboBaHWA, HaMmepeHus
pyKkoBoACTBa U NPUHLMNbI
MHJOpPMaLMOHHOWN
6e3onacHocTun
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B3anmHoe cocyLLecTBOBaHMe CTaHOapToB

« CTtaHpapTbl AOMKHbI MPUMEHATLCS COrnacoBaHHO, 0COOEHHO B
nepecekarLLmxcs 0bnactsix

* I3 cooTBETCTBUS CTaHOdapTaM HU3LEro YypoBHA HE CliedyeT
COOTBETCTBUE CTaHOAPTaM bornee BbICOKOro YPOBHA

* VI3 cooTBETCTBUS CTaHOdapPTaM BEPXHEr0 YPOBHA, KaK MpaBusio,
clieayeTt COOTBETCTBNE CTaHAaPTaM bornee HU3Koro YPOBHA

www.abiss.ru 11



@
Association for Banking Information Security Standards n B I s s

ISONEC FCD 27005

CONTEXT ESTABLISHMENT

ON

RISK ESTIMATION

RISK EVALUATION
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RISK DECISION POINT 1
Assessment satisfactony

RISK MONITORING AND REVIEW

RISK TREATMENT

RISK DECISION POINT 2
Trealment salisfactory

RIEK ACCEPTANCE
1 END OF FIRST OR SUBSEQUENT ITERATIONS
2 Figure 1 Information security risk management process

e
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Mogenb ynpasnenus AT puckamu COBIT — nHTerpaums ¢

KOpMopaTUBHbIM PUCKamm

PROCESS OVERVIEW

Enterprise Risk: Identify, Govern and Manage IT Risk, The Risk IT Framework Exposure Draft

RG1 Establish and Maintain a Common Risk View Risk Governance

Figure 21—Process RG1 Establish and Maintain a Common Risk View

Process Goal:

Ensure that risk management
activities align with the organization's
objective capacity for [T-related loss
and leadership’s subjective
tolerance.

Key Activities:

RG1.1 Develop an enterprise-specific IT risk
management framewark

R51.2 Develop IT risk management methads
R51.3 Perform an enterprisewide IT risk
assessment

RG1.4 Propose IT risk tolerance thresholds
R51.5 Approve IT risk tolerance

RG1.6 Align policy and standards statements
with IT risk tolerance

RG1.7 Promate an IT risk aware culture
RG'.lr:( Promote effective communication of
ore

Manage Risk

Articulate Risk| React to Events

© 2008 ITGI
Risk Response

Integrate with
ERM

Establish &
Maintain a
Common Risk
View

Make Risk-
aware Business
Decisions

Communication

Analyse Risk

Collect Data

Maintain Risk
Profile

Risk Evaluation
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brivxkanwne meponpuatna no b n AT

* Kpyrnbin cton «KopnopatueHble T B orHaHCOBOW Cdiepe:
LlEeHHOCTb A5 O13HECA M KItoYeBble hakTopbl ycrnexa

25 Hos16ps1 2009 200a, Radisson SAS CnassiHckas
Mocksa, bepexkoackasi Hab., 2

http://www.in4media.ru

Bmopas mexbaHKo8cKas KOHEPEHUUS
‘HbopmaLuoHHas besonacHocme baHkos”
16-20 ¢hespans 2010 2o0a

Pecnybnuka bawkopmocmaH
http.//www.ib-bank.ru/

L
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KoHTaKkTbl AOoKIaavYuKa

Aunppen [lpo3nos
KPMG

+7 (495) 937 44 77
+7 (916) 104 15 77
adrozdov@kpmg.ru
www.kpmg.ru

The information contained herein [or insert the title of the presentation, report, or talkbook] is of a general nature and is not intended to address the circumstances
of any particular individual or entity. Although we endeavor to provide accurate and timely information, there can be no guarantee that such information is
accurate as of the date it is received or that it will continue to be accurate in the future. No one should act on such information without appropriate professional
advice after a thorough examination of the particular situation.
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